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Générateur pseudoaléatoire

X ” G(X)

X de (petite) longueur fixe n
G(X) de longueur arbitraire



Hachage

X > H(X)

X de longueur arbitraire
H(X) de (petite) longueur fixe n



Hachage cryptographique

X > H(X)

X de longueur arbitraire
H(X) de (petite) longueur fixe n
Secure



Secure?



Résistance aux collisions

H(X) = H(Y), X 1= Y




Avec 2"/2 messages on a environ

(zn/ZX 2n/2) / ) = 2n-1

paires (X, Y) candidates

Une paire a une prob. 1/2" de collision

Une liste triée de = 2"/2 (X, H(X))’s suffit a
trouver une collision (aussi sans mémoire)



Résistance aux préimages (v1)

Pour un h aléatoire

: > X, H(X)=h




Résistance aux préimages (v1)

Pour un h aléatoire

: > X, H(X)=h

Ex: H tel que pour tout X, H(X)=0



Résistance aux préimages (v2)

Pour unY aléatoire et inconnu

H(Y) > X, H(X)=H(Y)




Résistance aux préimages (v2)

Pour unY aléatoire et inconnu

H(Y) > X, H(X)=H(Y)

Ex: H(X)=0 si | X|<128, H(X) aléatoire sinon



Résistance aux préimages

H est “one-way” ;-)

=> 2"! essais H(X) en moyenne



Résistance aux secondes préimages

Pour unY aléatoire donneée

X, H(X)=H(Y),
X1=Y

H(Y) >

Ex: H(X)=0 si | X|<128, H(X) aléatoire sinon
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Pseudorandom function (PRF)

Pour une clé secrete K, H,() doit étre
indistinguable d’une fonction aléatoire

Concretement: on ne doit pas pouvoir
prédire H (X) sans connaitre X



Pseudorandom function (PRF)

+ Mathématiquement rigoureux

+ Aucune des “failles” précédentes

= Considere H comme une black-box

= Nécéssite une clé secrete






Un H “secure” doit étre

Indistinguable
d’'une fonction parfaite



Un H “secure” doit étre

Indistinguable
d’'une fonction aléatoire



Un H “secure” doit étre

Indistinguable
d’'un oracle aleatoire



Un H “secure” doit étre

Indifferentiable
d’'un oracle aleatoire



Une définition “simple”

Definition 1 ((Statistical Strong) Indifferentiability). Let g0 :N—= N ande:N—= R be three
functions of the security parameter n. A construction C with oracle access to an ideal primitive F is
said to be statistically and strongly (g, 0. €)-indifferentiable from an ideal primitive G if there exists an

oracle [TM § such that for any distinguisher D of total oracle queries cost at most g, S makes at most
o oracle queries, and the following holds:

Pr {D”Gm) - 1] P {D‘JF-F ") = 1] ‘ <

CF is simply said to be statistically and strongly indifferentiable from G if for any q € poly(n), the
above definition is fulfilled with o € poly(n) and € € negl(n).

http://eprint.iacr.org/2011/496.pdf



http://eprint.iacr.org/2011/496.pdf
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SHA-256 n’est pas indifféerentiable
d’un oracle aléatoire



SHA-256 n’est pas indifféerentiable
d’un oracle aléatoire

IV — F — F — h=SHA-256(K||M1)




SHA-256 n’est pas indifféerentiable
d’un oracle aléatoire

h,M2)=SHA-256(K | [M1| | M2)

—> h=SHA-256(K | | M1)

F(
V— F — F
I

K M1

Hash valide de
h — F —>M1]||M2 avec
une clé inconnue!




vV —

“Insecure”




vV —

“Secure”

F — F
T
M1 M2




Indifférentiabilité: la notion ultime? Ou pas...

Careful with Composition:
Limitations of Indifferentiability and Universal Composability

Thomas Ristenpart™ Hovav Shacham' Thomas Shrimpton

June 22, 2011

contradicts the widely accepted belief that the mdlfferentmblllty composition thenrﬂm applies to any
cryptosystem. We characterize the uncovered limitation of the indifferentiability framework by show-

EUROCRYPT 2011
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Applications et notions de sécurité



Certificate:
Data:
Verzsion: 3 (0x2)
Serial Number:
OSreZiebradicdi0%9%:iear5didoiboib0r 7o ferzeiazi 06
Signature Algorithm: shalWithRSAEncryption

Iesuer:
emallfAddress = infofdiginotar.nl
commoniame = DigiWNotar Pullic CA 2025
organizationilame = DigilNotar
countrylhlame = DNL

Validity

Mot Before: Jul 10 19:06:30 2011 GEMT
Mot After : Jul 9 19:06:30 2013 GEMT

Sulo)ect:
commoniame = *,.google.comnm
seriallNumkber = PEOODZZ9200002
localityiName = Mountain View

organizationilame = Foogle Inc



shalWithRSAEncryption( M )
= RSA( SHA-1( M ) )



signature( M ) =sign( H( M ) )



signature( M ) =sign( H( M ) )

sigh = RSA, DSA, ECDSA, etc.
H =SHA-1, SHA-256, etc.

But de l'adversaire: forger une
signature valide pour un message
encore jamais signé



signature( M ) =sign( H( M ) )

H(Y)

X, H(X)=H(Y),
X1=Y

Seconde préimage = possibilité de
forger une signature en bypassant
I"algorithme “Sign”




signature( M ) =sign( H( M ) )

Résistance aux collisions nécessaire?



signature( M ) =sign( H( M ) )
Résistance aux collisions néecessaire?

H(X) = H(Y), signature(X) = signature(Y)



signature( M ) =sign( H( M ) )
Résistance aux collisions néecessaire?

H(X) = H(Y), signature(X) = signature(Y)

OUI, nécessaire a la non-répudiation



25C3 (CCC 2008)

Collisions exploitées pour créer un CA pirate

MD5 Considered Harmful Today
Creating a roque CA certificate

Creating an intermediate CA ;V

AlEXANAEE SOLIFOV oottt
Marc Stevens

Jacob Appelbaum serial number
Arjen Lenstra validity period rogue CA cert

David Molnar

chosen prefix

Dag Arne Osvik real cert domain (difference) rogue CA RSA key
Benne de Weger name
rogue CAX.509 | <4 pipt
extensions )
real cert Netscape Comment
RSA key Extension
(contents ignored by
browsers)

X.509 extensions identical bytes

(copied from real cert)

signature signature




Chosen-prefix collisions

“For any targeted pair of distinct
messages m,and m, we can effectively
construct appendages b, and b, such that
MD5(m,| | b,) equals MD5(m, | | b,).”

http://www.win.tue.nl/hashclash/TargetCollidingCertificates/



http://www.win.tue.nl/hashclash/TargetCollidingCertificates/

(5 UBS &G [CH] Rt /v, Ubs.com /ch/fen. bt

Ft SHA-1? o

ESeriaI number 1783056951 3507 4082 2.,

ESignature algarithm shalRSA

Elssuer WeriSign Class 3 Extended Yali. ..

E'-.-'alid Fraom vendredi, 11, novembre 2011 ...
Financial market da E'-.-'alil:l ko rardi, 12, novernbre 2013 00:..,

ESubject vy ubs, com, FCEXTITZurich, ..

Erublic key RS54 (2043 Bits)

v -
234 < N |
February 15, 2005

SHA-1 Broken
SHA-1 has been broken. Not a reduced-round version. Not a simplified version. The real thing.

The research team of Xiaoyun Wang, Yiqun Lisa Yin, and Hongbo Yu { mostly from Shandong
University in China) have been quietly circulating a paper describing their results:

¢ collisions in the the full SHA-1 in 2**69 hash operations, much less than the brute-force
attack of 2**80 operations based on the hash length.




“new exact disturbance vector analysis for
SHA-1 (...) we show how it can be used to
implement both an identical-prefix and a
chosen-prefix collision attack on SHA-1"
Marc Stevens, http://2012.sharcs.org/schedule.html



http://2012.sharcs.org/schedule.html
http://2012.sharcs.org/schedule.html

H( password )



() pastebin.com raw phpfi=esH4TFan () pastebin.com/raw, php?i=t10GazkKE

http://www.tinika-import.nl/ HACEED

"'k".l"f\\\""._\\""._""'._\"'k""k xxxxxx |\'\-\.
\.'\x\.'\xxxx\xxxxhxx\xxxxxxlllll'xxlllln'_ xxx\x'ulkxx'ulk_\lk \Iil.lllll'xx\.\xxlxx
_rl..'\.\.\\.x'\\.\l"\.\.\l\_\l\.\\.k\\.xxxl
. .

/
\\\\\\\\\\\\\\\\\\\\\\\ T i e mmmaea A Customer MNames and Password Hashes:
VoA ‘Y 5\

http://dhadingawaj.com. np/ fiwema

uzername : admin
pasgsword @ 3ddZ21daf3?2a550fF1532485231d0k05Ed0
username : rajan
password : 08a9fe?30dcdlbbbkhbelaticelall3be

cY400c23 1239 fc28daf2870031EA784
colasssen

bbfebed98336ed4bdicel3id5delalnle

http://www. edupark. com. np/ tereijntjes

username : admin

password : pibtredt02gN9TiL7phCfg== ThedeblZdfailabiffe3dlea3feef3ndlb
ugername : kunjan tereintjes

pagssword : vnLit/Zi120GT722L7PhCfg==

u=ername : laxman 1527112935228830009ddd8269de4d7 0
pagssword : t3PvsuBwlZea®2ZbgiMhlbo== ngfrankler

ussrnames @ sdsd

9fecElf-28047417136e881lc084d05c725d

password @ p3n/vIwAsgTpgdmy7PhCfg== -5
medimitruk

http://www. ird. gov.np
tH4bh3106a844544c19F299dbE28E%770

username : admin o .

password : bO0bOOE93%f3d8a8370b4%e8ce02125215 fei1jgelshein

username : manish

password : d3bb3afaBdfefl7aedbc3bTecfd53ede 57ebbadlbzbetbat?labilkbai5se0bil

ahhfwis=zelo

http://dntt. com. np/
a7 7e505d%ee5ff7BedBocdYdededbdec

username : DHNTTTour . )
password @ 052f3911kLffE835%2414220L8aL7591445%4 Lerelintjes
ugername : ecshepal kbultynck

password @ ledebefdafilfcefsal?5ie7a5dlfaz287
username : nabish 841134c4kL8alff2d210684df4fk8e%e16



H( password )

Requirements du systeme:

+ Mots-depassetorts

* Si la DB des hash est connue, les
passwords restent inconnus



H( password )

H requirements:
* Assez lent (dictionary attacks)

* Assez rapide (usabilité)
e Utiliser un “salt” (rainbow tables)



H( password )

H requirements:
* Assez lent (dictionary attacks)

* Assez rapide (usabilité)
e Utiliser un “salt” (rainbow tables)

* “Non inversible”



“Inverser” pour une DB de hashes =

* tous les pwds?

* 1 pwd particulier?

* 1 pwd (one-in-many attack)?

* 1 préimage (pas nécessairement le pwd)?



“Inverser” pour une DB de hashes =

* tous les pwds?

* 1 pwd particulier?

* 1 pwd (one-in-many attack)?

* 1 préimage (pas nécessairement le pwd)?

Un H peut-étre resistant aux préimages
(vl et v2) mais facile a inverser pour
retrouver des passwords!



Standard: PBKDF2

Password-Based Key Derivation Function
PKCS#5 v2.0

RFC2898

WPA, i0S, BlackBerry, Truecrypt,
WinZip, OpenOffice, etc.



Password Salt

|

PRF > PBKDF2 < Hiterations

PRF en général HMAC-SHA-1

Autres choix:

e HMAC-SHA-256, HMAC-SHA-3 (bientot)

* MAC baseé sur un block cipher (ex: CMAC,
VMAC, Poly1305)



berypt (Provos/Maziéres, USENIX 99)

Password-hash dedie basé sur le
block cipher Blowfish



berypt (Provos/Maziéres, USENIX 99)

Plus sir que PBKDF2-HMAC-SHA-1
contre les GPUSs (a #iterations équivalent)

PBKDF2-bcrypt?
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\Computer Security Division

Computer Security Resource Center

CSRC HOME GROUPS PUBLICATIONS DRIVERS NEWS & EVENTS ARCHIVE

. . CSRC HOME = GROUPS = ST = HASH PROJECT
Cryptographic Hash Project

CRYPTOGRAPHIC HASH ALGORITHM COMPETITION
Competition NIST announced a public competition (Federal Register Notice) on Nov. 2, 2007

to develop a new cryptographic hash algorithm, which converts a variable
length message into a short "message digest” that can be used in generating

Timeline for Hash Algorithm
Competition

Federal Register Notices digital signatures, message authentication codes, and many other security
Submission Requirements applications in the information infrastructure. The competition was NIST's
ROUND 1 response to advances in the cryptanalysis of hash algorithms. The winning

algorithm will be named "SHA-3", and will augment the hash algorithms
gelilile)e currently specified in the Federal Information Processing Standard (FIPS) 180-
ROUND 3 NEW! 3, Secure Hash Standard.

A2 L NIST received sixty-four entries by October 31, 2008; and selected fifty-one

Contacts candidate algorithms to advance to the first round on December 10, 2008, and
Other Links fourteen to advance to the second round on July 24, 2009, A year was
allocated for the public review of the fourteen second-round candidates.

NIST received significant feedback from the cryptographic community. Based
on the public feedback and internal reviews of the second-round candidates.



Finding Collisions in the Full SHA-1

Xiaoyun Wang'*, Yiqun Lisa Yin®, and Hongho Yu®

! Shandong University, Jinan 250100, China, xywang@®sdu.edu.cn
? Independent Security Consultant, Greenwich CT, US, yyin@princeton.edu
4 Shandong University, Jinan250100, China, yhb@mail.sdu.edu.cn

Abstract. In this paper, we present new collizion search attacks on the
hash function SHA-1. We show that collisions of SHA-1 can be found
with complexity less than 2% hash operations. This is the first attack
on the full 80-step SHA-1 with complexity less than the 2% theoretical
bound.

Keywords: Hash functions, collision search attacks, SHA-1, SHA-0.

CRYPTO 2005
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A Collision for 70-step SHA-1 in a Minute

Christophe De Canniére and Florian Mendel
and Christian Rechberger

FSE 2007 Rump Session, 2007/03/27

Institute for Applied Information Processing ‘\ .7

and Communications (IAIK) - Krypto Group ‘“‘
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2007

DEPARTMENT OF COMMERCE

National Institute of Standards and
Technology

[Docket No.: 070911510-7512-01]

Announcing Request for Candidate
Algorithm Nominations for a New
Cryptographic Hash Algorithm
(SHA-3) Family

AGENCY: National Institute of Standards
and Technology, Commerce.

ACTION: Notice and request for
nominations for candidate hash
algorithms.

SUMMARY: This notice solicits
nominations from any interested party
for candidate algorithms to be
considered for SHA-3, and specifies
how to submit a nomination package. It
presents the nomination requirements
and the minimum acceptability
requirements of a “‘complete and
proper” candidate algorithm
submission. The evaluation criteria that
will be used to appraise the candidate

4.A Security
4B Cost
4.C Algorithm and Implementation
Characteristics
5. Initial Planning for the First SHA-3
Candidate Conference
6. Plans for the Candidate Evaluation Process
6.A Overview
6.B Round 1 Technical Evaluation
6.C Round 2 Technical Evaluation
7. Miscellaneous

Authority: This work is being initiated
pursuant to NIST’s responsibilities under the
Federal Information Security Management
Act (FISMA) of 2002, Public Law 107=347.

1. Background

Modern, collision resistant hash
functions were designed to create small,
fixed size message digests so that a
digest could act as a proxy for a possibly
very large variable length message in a
digital signature algorithm, such as RSA
or DSA. These hash functions have
since been widely used for many other

“ancillary” applications, including
hash-based message authentication
codes, pseudo random number
generators, and key derivation
functions.



2007

that may be provided in a wide variety

of cryptographic applications, including

digital signatures (FIPS 186-2), key
derivation (NIST Special Publication
800-56A), hash-based message
authentication codes (FIPS 198),
deterministic random bit generators (SP
800-90), and additional applications
that may be brought up by NIST or by
the public during the evaluation
process. Claimed applications of the
hash functions will be evaluated for
their practical importance if this
evaluation is necessary for comparing
the submitted hash algorithms.

algorithm constructions; any result that
shows that the candidate algorithm does

not meet these requirements will be
considered to be a serions attack

e Collision resistance of
approximately n/2 bits,

e Preimage resistance of
approximately n bits,

e Second-preimage resistance of
approximately n-k bits for any message
shorter than 2* bits,

e Resistance to length-extension

attacks, and

ii. Specific Requirements When Hash
Functions Are Used To Support HMAC,
Pseudo Random Functions (PRFs), and
Randomized Hashing

e Any m-bit hash function specified
by taking a fixed subset of the candidate
function’s output bits is expected to
meet the above requirements with m
replacing n. (Note that an attacker can
choose the m-bit subset specifically to
allow a limited number of precomputed




2007

their resistance against attacks
discovered during the evaluation
process, and for their likelihood of
resistance against future attacks.

v. Other Consideration Factors

In addition to the evaluation factors
mentioned above, the qualitv of the

security arguments/proofs, the clarity of
the documentation of the algorithm, the
quality of the analysis on the algorithm
performed by the submitters, the
simplicity of the algorithm, and the
confidence of NIST and the
cryptographic community in the
algorithm’s long-term security may all
be considered.
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64 soumissions
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2009

14 “second-round candidates”

BLAKE Blue Midnight Wish  CubeHash ECHO
Fugue Gregstl Hamsi JH
Keccak Luffa Shabal SHAvite-3

SIMD Skein



BLAKE

Keccak

2010

5 finalistes

Grostl

Skein

JH



2011

Derniers tweaks aux algorithmes

Plus de cryptanalyse

Plus d’'implémentations hardware
Plus d’'implémentations software



2012

22-23 mars : final SHA-3 conference
Q2/été: sélection de SHA-3



Secure?






Rotational Rebound Attacks on Reduced Skein

Dmitry Khovratovich!?, Ivica Nikoli¢!, and Christian Rechberger?

How to Improve Rebound Attacks®

L. University of Luxembourg; %: Microsoft Research Redmond, USA;
%: Katholicke Universiteit Leuven, ESAT/COSIC, and IBBT, Belgium
dkhovrat@microsoft.com, ivica.nikolicBuni.lu,

christian.rechberger@esat.kuleuven.be FHNW. Windisch. Switzorlamnd

~ 45 articles de cryptanalyse
rien que pour les 5 finalistes

Unaligned Rebound Attack:
Application to Keccak

Maria Naya-Plasencia’

Collisions for variants of the BLAKE hash function

Jancé Vidali®, Peter Nose®, Enes Pasalic?

& [niversity of Ljubljana, FRI, Lijubljona. Slovenia, wndre Duc!, Jian Guo®, Thomas Peyrin®, and Lei Wei?
e-mail! {jonosvidali, peter.nose}ifriuni-lj. s
b {'niversity of Primorska, FAMNIT, Koper, $lovenia, e-mail: enespasalic@iyahoo. se Ecole Polytechnigue Fédérale de Lausanne, Switzerland

? Institute for Infocomm Research, Singapore
* Nanyang Technological University, Singapore
alexandre.duc@epfl.ch
{ntu.guo,thoras . peyrin f@gmail . com
wil@pmail .ntu.adu. sg



Performance?



S gcc sha3 x64.c —03 —march=native —funroll-loops
14.25 cycles/byte



S gcc sha3 x64.c —03 —march=native —funroll-loops
14.25 cycles/byte

S gcc sha3 _sse2.c —02 —fomit-frame-pointer —fprefetch-loop-
arrays

15.42 cycles/byte



S gcc sha3 x64.c —03 —march=native —funroll-loops
14.25 cycles/byte

S gcc sha3 _sse2.c —02 —fomit-frame-pointer —fprefetch-loop-
arrays

15.42 cycles/byte

S gcc sha3 _sse2.c —03 -m64 -march=corei7-avx
13.98 cycles/bytes



S gcc sha3 x64.c —03 —march=native —funroll-loops
14.25 cycles/byte

S gcc sha3 _sse2.c —02 —fomit-frame-pointer —fprefetch-loop-
arrays

15.42 cycles/byte

S gcc sha3 _sse2.c —03 -m64 -march=corei7-avx
13.98 cycles/bytes

S gcc sha3_ssse3.c —03 —m64 -march=corei7-avx —fomit-
frame-pointer

13.44 cycles/bytes



= eBACS:

ampire

ECRYPT Benchmarking of Cryptographic ECRYPT Il

. . S My A
et ppeeten o Systems 115-0¢0NM 1
VAMPIRE ECRYPTTI
| Generalinformation: | Introduction | eBASH | €BASC | €BATS | SUPERCOP | XBX | Compufers |
|HOW to submit new software: || Hash functions || Stream ciphers H DH functions H Public-key encryption ” Public-key signatures |
. CoL SHA-3 All hash : . . . . .
List of primitives measured: candidates functions Stream ciphers DH functions Public-key encryption || Public-key zignatures
Measurements indexed by SHA-3 All hash . . . . . .
machine: candidates funclions Stream ciphers DH functions Public-key encryption | Public-key signatures

SUPERCOP

SUPERCOP is a toolkit developed by the VAMPIRE lab for measuring the performance of cryptographic software. SUPERCOP stands for System for Unified
Performance Evaluation Related to Cryptographic Operations and Primitives; the name was suggested by Paul Bakker.

The latest release of SUPERCOP measures the performance of hash functions, secret-key stream ciphers, public-key encryption systems, public-key signature
gystems, and public-key secret-sharing systems. SUPERCOP integrates and improves upon

+ STVL's benchmarking suite for stream ciphers submitted to eSTREAM, the ECRYPT Stream Cipher Project (which finished in April 2008);
« VAMPIRE's BATMAN (Benchmarking of Asymmetric Tools on Multiple Architectures, Non-interactively) suite for public-key systems submitted to the

¢BATS (ECRYPT Benchmarking of Asymmetric Systems) project; and
« additional tools developed for VAMPIRE's new eBASH (ECRYPT Benchmarking of All Submitted Hashes) project.

Specifically, SUPERCOP measures cryptographic primitives according to several criteria:




“SUPERCOP automatically tries all available
implementations of each primitive, and
many compilers for each implementation,
to select the fastest combination of
implementation and compiler. “

http://bench.cr.yp.to/supercop.html



http://bench.cr.yp.to/supercop.html

crypto_sha3

Long messages
skeinb122

skeinb125612 blakebl?2

e2b6 kec
I

shab12

keb12

keccakc1024round3jhbl2-groest1512

=groest1266 round3jh256

-

http://bench.cr.yp.tc
20120221

amd64 SB+AES W
amd64 Sandy Bridge 4
amdo4 Westmere+AES

amd64 Westmere

amd64 Nehalem

amd6e4 C2 45nm
amd64 C2 65n
amd64 K10 32nm
amd64 K10 45nm
amd64 K10 65nm
amd64 K8
amd64 Bobcat
amd64 Atom

x86 Atom

x86 Eden

ppc32 G4
armeabi Cortex A
armeabi Tegra 2

armeabi ARM11

mangetsu; 4 x F1O0MMHE, 2011 Intel Core 5-2400; amd6d; SB+AES (206a7), supercep-2012021

bridge: 2 x 2100MHz; 2011 Intel Core (3-2310M; amd6d; Sandy Brisge (20647} supsrcap-2012021
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BS0450; 2 x 1650MHE: 2011 AMD E-450; amd6d; Bopcat (S00120); supercep-2011113

n2ater: 1 x 1G00MMZ 2010 Intel Atom NA5E; smd6a; Atom (106¢a); supercop-1012022

S1ie; 1 1667MHz: 2008 Intel Atorn N2BD; xB6; Atom [10BE2); supercop-2013028

ndacca; 1 % 1330MHE; 2008 Intel Atom Z520; xB6; Atom (106C2); supsrcop-2012020

Bleden. 1 x 1600MHE; 20067 Via Eden ULV, x86, E6en {600), supacop-2011112

gEeg; 2 x 533MHZ; 2001 Motorols PowerPC G4 74100 pacd2; G4 (G4); suparcep-1012028

nigd; 1 x 1416 HZ; 2005 Motorols PowerPC G4 74474, pacd3; G4 (G4); ssparcop-1012028

biwasss; 1 x BOOMHzZ; 2000 Freescale i.MX515; armeabi (v7-A, Cortex AR); supercsp-1013020

BiaxEiEe; 1 x BOOMME; 2009 Freescale i.MX515; armeati (v7-A, Cortex AS), supercep-2011113

tagea; 2 % 1000MHz: 2010 NVIDIA Tegra 2: armeabi (+7-4, Teara 2); supsrcop-2012021

ianle: 1% 400MH2: 20067 TI OMAP 2420; armeabi (v, 1136.); suparcop-2011082

Cycles per byte 4

16

64 128

1024 2048 4096



SHA-3 proposal BLAKE

Final BLAKE Downloads Cryptanalysis Software implementations Hardware implementations

BLAKE is one of the five hash functions in the final of the NIST SHA-3 Competition. BLAKE is one of the simplest

designs to implement, and it entirely relies on previously analyzed components. the HAIFA structure and the
ChaCha core function.

The two main instances of BLAKE are BLAKE-256 and BLAKE-512. They respectively work with 32- and 64-bit
words, and produce 256- and 512-bit digests.

http://131002.net/blake/

Jean-Philippe Aumasson (FHNW, NAGRA)
Luca Henzen (ETHZ, UBS)

Willi Meier (FHNW)

Raphael C.-W. Phan (Loughborough Uni, UK)


http://131002.net/blake/
http://131002.net/blake/

BLAKE core = permutation d’un état 4x4

Mots de 32 bits pour BLAKE-256
Mots de 64 bits pour BLAKE-512



BLAKE core = permutation d’un état 4x4

Mots de 32 bits pour BLAKE-256
Mots de 64 bits pour BLAKE-512



La transformation G

a+=X & const
a+=Db
d=(d & a)>>>16
c+=d
b=(b&c)>>12
a+=Y & const
a+=Db
d=(d @ a)>>>8
c+=d
b=(b&c)>>>7



17.44

Sandy Bridge Core i3 “bridge”
supercop-20120225

Cycles/byte pour longs messages

11.67

7.56

6.07 6.38

BLAKE-256  BLAKE-512  Skein-512 SHA-256 SHA-512



Conclusion



On peut (presque) tout faire
avec les fonction de hash




SHA-1 est vieillissant.




ive bientot!

Mais SHA-3 arr
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Insomni’Hash

Jean-Philippe Aumasson
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