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Cryptography is everywhere 
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Cryptography promises 
Secure communications and data storage: 

ÅConfidentiality despite espionage 

ÅIntegrity despite corruption 

ÅAvailability despite sabotage 
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VPNs, SSH tunnels, etc. 
 

 

 

 

 

 

 

 

 
          http://code.google.com/p/sshtunnel/  

 4 

http://code.google.com/p/sshtunnel/
http://code.google.com/p/sshtunnel/
http://code.google.com/p/sshtunnel/


Disk encryption, secure flash USB 
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Crypto should be taken seriously, 

 

 

 

oǘƘŜǊǿƛǎŜΧ 
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1. Cryptography in use today 

2. Future technologies? 

ï Homomorphic encryption 

ï Leakage-resilient cryptography 

ï Quantum cryptography 

3. Forecast and conclusions 
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Myth 1 
/ǊȅǇǘƻƎǊŀǇƘȅ ƛǎ ƻƴƭȅ ǳǎŜŘ ŦƻǊ άƎƻƻŘέ 
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Inventive applications of 
ŎǊȅǇǘƻƎǊŀǇƘȅ ƛƴ ƳŀƭǿŀǊŜΧΦ 
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MD5 hash collisions exploited in the Flame 
malware to forge a fake Windows Update 
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Myth 2 
Encrypted VPN ensures strong anonymity 
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ÅSingle point of trust (logs often kept) 

ÅAnonymity often compromised by user 
behavior, through profiling, etc. 

 

 

 

VPNs aim to provide 
confidentiality, not anonymity 
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Myth 3 
Encryption hides all information 
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ά¢ǊŀŦŦƛŎ ŀƴŀƭȅǎƛǎΣ ƴƻǘ ŎǊȅǇǘŀƴŀƭȅǎƛǎΣ 
is the backbone of 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƛƴǘŜƭƭƛƎŜƴŎŜέ  
Susan Landau and Whit Diffie 
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