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Cryptography Is everywhere
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E LBS AG [CH]| hitps: /i Ubs,.com fchfen.btml

uBs AG
Identity werified

Permissions Connection

The identity of UES &G at Zuerich, Zuerich CH has
been verified by VeriSign Class 3 Extended
‘alidation 33L 5@ CA,

Cettificate information

ﬂ Your connection ko www,ubs, com is encrypted
with 256-bit encryption,

The connection uses TLS 1.0,
The connection is encrypted using BES_256_CEC,
with SHAL for message authentication and

DHE_RS4 as the key exchange mechanism,

The connection does not use 551 compression,




Cryptography promises

Secure communications and data storag
A Confidentiality despite espionage

A Integrity despite corruption

A Availability despite sabotage

Availability



VPNSs, SSH tunnels, etc.



http://code.google.com/p/sshtunnel/
http://code.google.com/p/sshtunnel/
http://code.google.com/p/sshtunnel/

Disk encryption, secure flash USE

TRUE

FREE OPEMN-5SOURCE OMNM-THE-FLY EN

C

RUGGED METAL CASING

Tamperproof & waterproof

IRONKEY CRYPTOCHIP
|_— Military-grade cryptography

256-BIT AES FULL DISK
ENCRYPTION

100% MANDATORY ENCRYPTION

MASTER & USER PASSWORDS
OPTION

V ~~__ STRONG AUTHENTICATION

Public Key Infrastructure

BRUTE FORCE PROTECTION

= PORTABLE APPLICATIONS

Secure browser & management

I ULTRA-FAST MEMORY
Dual-channel SLC KAKD flash




Crypto should be taken seriousl

Enter Password (5|
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= | xxxxxxxxxxx :.:I
Cancel
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C | [} www.engadget.com/2011/06/02/sony-pictures-hacked-by-ILiz-security-1-000-000-passwords-claim/

Sony Pictures hacked by Lulz Security, 1,000,000
passwords claimed stolen (update)

By Zachary Lutz B3 posted Jun 2nd 2011 5:47PM e
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""" 6.46 million LinkedIn

Taf272dfetbl2 /acaecehed 7o

c886b08adl8cdes0blbcdale passwords 1eaked Online

bd01665b5883f24ebes5930e

efp0el®15933cT7clabde3chl 37 .
901db9e fefalfacsiTadds3s Summary: More than 6.4 million LinkedIn passwords have leaked

ab757d21817036£8119733e4 £ the Web after an apparent hack. Though some login details are
13a7bc6d3d74dee5533d0aT7s _ _
a4404ac0b635faas2 64658 fc encrypted, all users are advised to change their passwords.

S5de6B8de9dadZ£2]1 Tdbd522 gbeu_m
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a0¢ UUPDATE: IEEE notifies users, confirming the breach.

Data breach at IEEE.org: 100k plaintext passwords.

Using the data to gain insights into the engineering and scientific commumnity




1. Cryptography in use today

2. Future technologies?
I Homomorphicencryption
I Leakageaesilientcryptography
I Quantum cryptography

3. Forecast and conclusions



1. Cryptography in use today

2. Future technologies?
I Homomorphicencryption
I Leakageaesilientcryptography
I Quantum cryptography

3. Forecast and conclusions



Myth 1
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Inventive applications of
ONXE LJG 2 INJ LIK &

‘“ ALL YOUR PERSONAL FILES WERE ENCRYPTED

WITH A STRONG ALGORYTHM RSA-1024

Z " AND YOU CAN'T GET AN ACCESS TO THEM
WITHOUT MAKING OF WHAT WE NEED!

READ THE TXT FILE ON DESKTOP!

JUST DO IT AS FAST AS YOU CAN!

REMEMBER: DON'T TRY TO TELL SOMEONE
ABOUT THIS MESSAGE IF YOU WANT TO GET
YOUR FILES BACK! JUST DO ALL WE TOLD.
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MD5 hash collisions exploited in the Flar
malware to forge a fake Windows Updatse

i [ news.cret.com/330 1- 1009_3-57445975-83/flame-a-glimpss-nto-the-fre-of-war / C' [ www. forbes.com fsites Jandygreenberg/2012/06,11/new-research-shows-flame-malwar

aws Dawnload GNETTV How To Deals

CMET » Mews * Security & Privacy NeW ResearCh ShOWS Flame
Flame: A glimpse into the future | Malware Was Almost Certainly A
of war U.S. Or Israeli Creation

Claims of cyberwar are overblown, but things are definitely heating up

in regard to international conflicts where malware is replacing drone

strikes.

C' | [ arstechnica.com,security/2012,/06 fame-crypto-attack-may-have-needed-massive-compL

MAIN MENU MY STORIES: FORUMS

RISK ASSESSMENT ~ SECURITY & HACKTIVISM

Flame's crypto attack may have needed
$200,000 worth of compute power

The collision attack used to spread Flame relied on millisecond time windows.
12




Myth 2

Encrypted VPN ensures strong anonym




VPNsaIim to provide
confidentiality, not anonymity

A Single point of trust (logs often kept)

A Anonymity often compromised by user
behavior, through profiling, etc.



E) How Tor Works 5 Tor node

-« e Unencrypted link
— oncrypted link

Alice

-

Alice's Tor client
picks a random path to
destination server. Green - -
links are encrypted, red -_ L _ b _ e

links are in the clear. R e Jane
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Myth 3

Encryption hides all information
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GCNF FFAO |yl f é:
IS the backbone of
O2YYdzy A OF G A2V a
Susan Landau and Wihiffie
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